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1. Introduction and status of Pakistani weapons programme

This article reviews the history of Pakistan’s secretive weapons programme and its export of weapons
technology to Iran, North Korea, and Libya. The article provides a summary of how determined
governments and individuals circumvented international proliferation controls.

At present both India and Pakistan possess nuclear weapons and advanced delivery systems, in
comparable numbers to France or the UK. The risk of a nuclear war between India and Pakistan is a
global concern.

In 1947, after the partition of British India, Pakistan became a separate entity. This was a brutal
episode that led to the migration of tens of millions and cost about one million lives (although
estimates vary). In 2022, the country — now minus East Pakistan which became independent as
Bangladesh in 1971 - had a population of 230 million, but it is only the 140%™ richest nation in the world
(in terms of GDP per capita at Purchasing Power Parity). It is frequently beset with natural disasters
such as earthquakes and floods (notably the catastrophic floods of 2022%). The country has also been
involved in a series of regional military conflicts and has a history of internal political instability.
Despite these factors, the country’s leaders have since 1972 consistently pursued the development of
nuclear weapons. Pakistan first exploded nuclear devices in underground tests in 1998.

A summary of currently active major nuclear weapons-related sites is given in Table 1, with
illustrations using imagery from Google Earth in Figs. 1, 2, 3 and 4. Today, Pakistan is still expanding
its production of highly enriched uranium (HEU) and weapons-grade plutonium.

In addition, Pakistan has a major civil nuclear power station programme using Chinese PWRs on
International Atomic Energy Agency (IAEA) safeguarded sites (Table 2).

The questions that the Pakistan weapons programme raises are at least three-fold:

1. Why did Pakistan, a poor country, feel the need to pursue weapons technology?

2. How did they acquire the technology despite international efforts to control weapons
proliferation, and despite financial hardship?

3. How and why did Pakistan spread the technology to other states (Iran, North Korea, and
Libya)?

The following presents a summary of a very complicated story.

1 As far as the author is aware, the flooding of summer 2022 has not affected any of Pakistan’s nuclear
facilities.
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Table 1: Pakistan’s military nuclear programme 2022: Selected major facilities (unsafeguarded sites)

production reactors

Each can produce

Function Location Indicative Comments
Capacity

Uranium processing to Chemical Process Complex | 200 T/yr Fig.1

supply uranium (CPC), Deri Ghazi Khan

hexafluoride (UFg ) for gas

centrifuges

U3Og->U02->U F4->UFg

Uranium enrichment Khan Research HEU production Fig.2

(Gas centrifuges) Laboratories (KRL), Kahuta | 200-250 kg/yr

Reactor fuel fabrication KNC-1 Chashma Nuclear Fig.3
Fuel Complex

Heavy water production Khushab Nuclear Complex Fig.4

Plutonium and tritium Khushab Nuclear Complex | 4x50 MW (th) Fig.4.

The four heavy water moderated

about 10 kg of Pu | reactors became operational in 1998,
per year. 2010, 2013 and 2015, respectively.
Tritium production plant Khushab Nuclear Complex | 5-10g/day Fig.4
Fuel reprocessing New Labs reprocessing Pilot-scale Hot testing began 1987. By 1998, the
facility, PINSTECH, New Labs could process fuel from the
Islamabad first Khushab reactor and produce 8
to 15 kg of plutonium per year. This
was subsequently increased.
Fuel reprocessing KNC-2 Chashma 100 T heavy Fig.3
reprocessing plant metal/yr Operational 20157 This facility does

not appear to be for spent fuel from
power stations; it is exclusively for
military reactors at Khushab.

Table 2: Civilian power reactors (subject to IAEA safeguards)

Name

Type, power, first operation

Comments

K-1 (formerly KANUPP), Karachi

Candu, 137 MWe, operational 1972

Shutdown 2021

K-2, Karachi PWR (CNNC), 1100 MWe, operational 2021
K-3, Karachi PWR (CNNC), 1100 MWe, operational 2022
CHASNUPP-1, Punjab PWR (CNNC), 325 MWe, operational 2000 Fig.3
CHASNUPP-2, Punjab PWR (CNNC), 325 MWe, operational 2011 Fig.3
CHASNUPP-3, Punjab PWR (CNNC), 325 MWe, operational 2016 Fig.3
CHASNUPP-4, Punjab PWR (CNNC), 325 MWe, operational 2017 Fig.3
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Fig.1: The uranium processing plants at Deri Ghazi Khan. This and the following images are by the
author using Google Earth together with published data from the US-based Institute for Science and
International Security.
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Fig.2: The enrichment plants at Khan Research Laboratories (KRL), Kahuta.
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Fig.3: The Chashma complex comprises both unsafeguarded military facilities for reprocessing and
fuel fabrication and four IAEA-safeguarded civil power reactors CHASNUPP 1 to 4.

Plutonium and tritium
production reactors,
4 x 50 MWt

by,

production plant | 3
NPT

AR SR
00’N, 72°11’E

d 3 Y,
B aas

Fig.4: The Khushab site has four plutonium and tritium production reactors and a heavy water plant
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2. Political instability, regional conflicts, and the decision to develop nuclear weapons

Since its formation in 1947, and especially since the 1970s, Pakistan has suffered from political
instability. A very brief recap of some major personalities (Fig.5) and events in 50 years of instability is
as follows:

In 1977, prime minister Zulfikar Ali (ZA) Bhutto was deposed in a military coup led by General
Muhammad Zia-ul-Hag; Bhutto was executed two years later. Zia-ul-Haq died in an
unexplained air crash in 1988, which led to a return to civilian rule under Benazir Bhutto
(daughter of ZA Bhutto) and a democratic interlude. Nawaz Sharif was elected PM in 1990 but
he was deposed in 1993 for “bad practices”. Benazir Bhutto then took over once more in a
democratic election. She survived a failed military coup in 1995 but she was dismissed for
“corruption and incompetence” in 1996. Nawaz Sharif again became PM, but he was deposed
in 1999 in a military coup led by General Pervez Musharraf, after which Sharif was imprisoned
and later exiled. In 2007, Benazir Bhutto was assassinated in a plot allegedly controlled by
Musharraf. Musharraf stood down in 2008 (after himself surviving numerous assassination
attempts) — he went into exile and was sentenced to death in absentia (later annulled). Nawaz
Sharif returned from exile and became PM again in 2013; he was removed from office in 2017
after the leaked Panama Papers revealed his financial dealings. He was sentenced to ten years
in prison but is currently in exile. In 2018, Imran Khan (the former cricketer) became PM, but
he resigned in 2022 after a no confidence vote and was later charged under anti-terrorism
laws.

There has been a series of conflicts between India and Pakistan; in 1947 (during Partition), 1965 (over
Jammu Kashmir), 1971 (during the Bangladesh war of independence), periods of high military tension
during the 1980s culminating in conflict in 1989 (the Kashmir insurgency), and in 1999 (the Kargil
conflict, again in Kashmir, which led to the Musharraf-led military coup d’etat). In each of these
conflicts, the outcomes were not favourable to Pakistan. More recently, in November 2008, there was
a terrorist attack in Mumbai which killed 175 people, for which India blamed Pakistan.

In addition to the India-Pakistan conflicts, there was an India-China conflict in 1962 (over a disputed
border region). China then exploded its first nuclear bomb in 1964. These events helped galvanise
India into nuclear weapons development.

Prime Minister ZA Bhutto launched the Pakistani weapons programme in January 1972 in response to
the disastrous 1971 war (in which India captured 93000 Pakistani soldiers), famously saying “We will
make an atomic bomb even if we have to eat grass”. The Pakistan programme became a national
priority, especially after India exploded its first nuclear device (code named Smiling Buddha) in 1974.
All Pakistani leaders since ZA Bhutto have supported nuclear weapons development.

Further regional instabilities occurred with the overthrow of the Shah of Iran in 1979, and the Soviet
invasion of Afghanistan in 1979 with subsequent withdrawal in 1989 and takeover by the mujahideen;
this meant Islamic fundamentalists shared borders with Pakistan. After 9/11, Pakistan had a
supporting role in the “War on Terror”, although its loyalties were sometimes questionable; in 2011
US forces executed Osama bin Laden in his long-term hiding place in Abbottabad, Pakistan.

Neither Pakistan nor India is signatory to either the Non-Proliferation Treaty (NPT) or the
Comprehensive Test Ban Treaty (CTBT). While India developed weapons mostly to help it gain
credentials as a world power, Pakistan developed weapons primarily because it felt threatened by
India. In parallel with weapons development, Pakistan also pursued civil nuclear power. This has
mostly been with Chinese support and with IAEA safeguarding of the power plants. However, the
military plants have not been IAEA safeguarded.
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Zulfigar Ali (ZA) Bhutto (1928-1979)
President of Pakistan 1971-1973
Prime minister 1973-1977
Overthrown 1977, executed 1979

Source unknown
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Gen. Muhammad Zia-ul-Haq (1924-1988)
Led military coup 1977

President of Pakistan 1978-1988

Died in plane crash

Gen. Pervez Musharraf (1943-2023)
Led military coup 1999

President of Pakistan 2001-2008
Sentenced to death in absentia 2019
Died in exile in Dubai

Source unknown

Copyright World Economic Forum (www.weforum.org)
swiss-image.ch/Photo by Remy Steinegger

Fig.5: Zulfigar Ali Bhutto, Muhammad Zia-ul-Haq, and Pervez Musharraf each played major roles in the
development of the Pakistani weapons. ZA Bhutto started the programme and Zia-ul-Haq consolidated
the effort. Musharraf was in charge when the AQ Khan scandal unravelled, although the scope of his

involvement (if any) is unclear.

Munir Ahmad Khan, reactor physicist
(1926-1999), IAEA 1958-1972, Chairman of
Pakistan Atomic Energy Commission
(PAEC) 1972-1991, “Father of the Pakistan
atomic bomb programme”.

Image source: Wikimedia commons

Abdul Qadeer (AQ) Khan, metallurgist
(1936-2021), Urenco (Netherlands) 1972-
1976, Khan Research Laboratories, Kahuta,
Pakistan 1976-c.2004. AQ Khan stole
centrifuge designs from Urenco and was
responsible for exporting weapons
technology to North Korea and Iran. He was
a “glib-tongued flamboyantindividual
always in search of publicity and glory” (FH
Khan, p227).

Image source: Wikimedia commons

Sultan Bashiruddin Mahmood, nuclear engineer
and Islamic scholar (b. 1940). He worked on
KANUPP, then was director of the enrichment
programme, and then project director of the
plutonium production reactors until 1999. He
became involved in radical politics and met
Osama bin Laden in Afghanistanin August 2001.
He is listed by the UN Security Council as

“being associated with Al-Qaida, Osama bin
Laden or the Taliban”.

Image source: Facebook

Fig.6: Three principal technical leaders in the Pakistani weapons programme

(a) Munir Ahmad Khan chaired the Pakistan Atomic Energy Commission during weapons

development.

(b) AQ Khan stole centrifuge technology from Urenco and led the enrichment programme.
(c) Sultan Bashiruddin Mahmood was project director for the plutonium production reactors.
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There are two routes to developing a fission bomb: the enrichment route and the plutonium route.

Natural uranium consists of 99.3% uranium-238 (which is non-fissile and hence unsuitable for bombs)
and 0.7% uranium-235 (which is fissile). The enrichment route involves increasing the percentage of
uranium-235 in uranium to some 90%, to create ‘highly enriched uranium’ (HEU). This is done by a
cascade of high-speed gas centrifuges filled with gaseous uranium hexafluoride, where the lighter
uranium-235 tends to concentrate at the centre and the heavier uranium-238 concentrates at the
periphery. Thus, each centrifuge in the cascade increases marginally the percentage of uranium-235
until 90% enrichment is achieved.

The plutonium route involves irradiation of uranium in a nuclear reactor, where non-fissile uranium-
238 captures neutrons and converts to plutonium-239, which is fissile and hence suitable for bombs.
The irradiated fuel, which is now highly radioactive, is then reprocessed to separate the plutonium-
239 and remove the highly radioactive fission products.
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3. Early efforts to develop the plutonium route to weapons

In 1972, ZA Bhutto appointed Munir Ahmad Khan (Fig.6), the “father of the Pakistan atomic bomb
programme”, as head of the Pakistan Atomic Energy Commission (PAEC). Munir Khan, a reactor
physicist, had previously worked at the IAEA in Vienna, where he had met ZA Bhutto during a political
visit in the 1960s. Munir Khan was aware of Indian nuclear developments — he had visited India’s
Trombay site as part of an IAEA visit in 1964. Both Munir Khan and ZA Bhutto thought Pakistan needed
to have atomic weapons.

By March 1973, the PAEC had placed the first of two contracts with SGN of France? (later part of Areva)
to design and then supply a reprocessing plant, ostensibly in support of Pakistan’s civil nuclear
programme. After the Indian Smiling Buddha explosion in May 1974, the rest of the world woke up to
the reality of proliferation. In November 1975, the London Suppliers Group (also known as the ‘Nuclear
Suppliers Group’) was established to attempt to control the supply of weapons-related technology to
non-NPT signatory nations®. In February 1976, US Secretary of State Henry Kissinger met ZA Bhutto in
New York; Kissinger told Bhutto to abandon plans to purchase the reprocessing plant from France.
Despite this, in the very same month France approved the sale, subject to IAEA safeguards.

Kissinger visited Pakistan in August 1976 to try again to stop Pakistan developing weapons. The same
month, the US Senate adopted the Symington and Glenn Amendments, which barred US assistance to
non-NPT nations that sought weapons-related technology. In September 1977, the United States duly
imposed sanctions and discontinued all aid to Pakistan except food aid. (This was later rescinded).
Meanwhile Bhutto, shortly before his downfall, had visited Saudi Arabia to obtain financial assistance.

In August 1978, under international pressure, France stopped the SGN contract, although site work
had begun, and a lot of design information had been passed over. This led to Pakistan temporarily
adjourning efforts to develop a plutonium route, although it had learned a large amount from both
France (SGN) and Belgium (Belgonucléaire). KfK Karlsruhe of Germany also provided training. By the
time SGN technical staff finally left Pakistan in 1979, “an estimated 95 per cent of the reprocessing
facility’s blueprints had been transferred to PAEC” (FH Khan, p198).

Pakistan’s leadership undoubtedly felt that the international community was making the country
suffer because of the Indian nuclear test. The public pursuit of reprocessing technology had
meanwhile diverted international attention from domestic efforts to develop enrichment. It has been
suggested that these early high-profile efforts to obtain reprocessing technology were at least partly
a ruse to help the enrichment programme (discussed below) go unnoticed.

Meanwhile, in 1980, Belgonucléaire helped PAEC build a small heavy water plant at Multan.

2 France did not sign the Non-Proliferation Treaty until 1992.
3in 1987 another supply group, the Missile Technology Control Regime, was formed for similar purposes.
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4. Enrichment development: espionage, supply networks, and first weapon tests

In September 1974, Abdul Qadeer (AQ) Khan (Fig.6), a Dutch-based engineer working for Urenco, the
European multinational enrichment company, wrote to Premier ZA Bhutto offering to help with his
knowledge of enrichment technology. PAEC reviewed his offer and concluded that the gas centrifuge
method could be a feasible, cheap, and efficient means to produce HEU. Challenges included the
production of high-purity uranium hexafluoride, and the production of balanced high-speed
centrifuges (up to 100000 rpm). Bhutto urged AQ Khan to remain in Urenco employment to obtain
more centrifuge design information.

AQ Khan met ZA Bhutto in Pakistan in December 1974. Bhutto told him to stay longer in the
Netherlands and learn more. By February 1975, the government gave financial approval to ‘Project
706’ to develop gas centrifuge enrichment.

Separately, sometime in 1975, Sultan Bashiruddin Mahmood (Fig.6) of PAEC (who had previously
worked for the UK Atomic Energy Authority at Risley in Cheshire) met Maurizio Zifferero of IAEA (a
former colleague of PAEC Chair Munir Ahmad Khan) in Rome and obtained copies of engineering
drawings of centrifuges. Zifferero had a reputation for indiscretion. The UK Guardian newspaper (8"
November 2002) described him as “as a liability of cinematic proportions, often the worse for alcohol
by midday, and prone to speaking loudly about which sites he intended to inspect in hotel rooms that
everyone knew were bugged”.

In September 1975, Shafique Ahmad Butt (PAEC head of procurement), and Sultan Bashiruddin
Mahmood met AQ Khan to discuss further his access to Urenco centrifuge technology, including the
possibility of sending failed components to Pakistan.

In December 1975, AQ Khan left Urenco and returned to Pakistan. He formally joined Project 706 in
April 1976. By July 1976, AQ Khan was appointed to be in control of Project 706, replacing Sultan
Bashiruddin Mahmood. (Sultan Bashiruddin Mahmood was later project director for the plutonium
production reactors at Khushab.) In 1977 the enrichment project at KRL was put under AQ Khan's sole
control; he reported directly to President Zia-ul-Hag. By June 1978, the first enrichment experiments
at KRL had taken place. In 1980, the uranium hexafluoride production plant at CPC, Deri Ghazi Khan,
went into operation.

From 1976 onwards, the Pakistanis purchased so-called ‘dual-use’ process equipment (i.e.,
items not on export control lists) on the international grey market, led by Shafique Ahmad
Butt. Clever and diverse strategies were used in procurement efforts, including diplomatic
channels; submerging small critical components in otherwise innocuous orders; offering high
prices; reverse engineering; false end-use justification; exploiting connections; help from
sympathetic countries; etc. Germany, Switzerland, and the Netherlands were major sources
of equipment for reasons described below. “They literally begged us to buy their equipment”
boasted AQ Khan.

From the mid-1970s, AQ Khan and Dutchman Henk Slebos (b. 1943) began to do business
together. Henk Slebos and AQ Khan had met as students of metallurgy at Delft University in
1963. In the 1970s and 1980s, Slebos functioned as an agent for AQ Khan in the Netherlands,
acquiring and arranging export of pieces of equipment needed for the enrichment project.
Between 1974 and 1976, Slebos was commercial director with Explosive Metal Working
Holland (EWMH). His work had included involvement in Urenco’s Dutch subsidiary, where AQ
Khan worked. Thereafter Slebos set up his own company, Slebos Research BV. (Slebos was
reportedly fired from EWMH after Urenco complained of his “undue curiosity.”) Slebos was
also involved as go-between through another company called VDT.
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Inthe late 1970s, Slebos supplied maraging steel tubes for centrifuges to AQ Khan. He supplied
6200 tubes between November 1976 and September 1979. Also supplied was vacuum and
measuring equipment worth c.600000 euros. The Dutch security service BVD (later AIVD) took
notice and was involved from about 1976.

In March 1979, German television channel ZDF broadcast the story of AQ Khan’s espionage
activities when in the Netherlands. The Dutch government published a report on AQ Khan's
activities a year later. Despite these revelations, the AQ Khan/Slebos network continued to
supply materials to the centrifuge project: Slebos’ associate Van Belle was arrested in July
1982 while trying to send several hundred kilograms of depleted uranium (acquired from
Belgian company Union Miniére) to Dubai, which was often used as a poste restante. In
October 1983, Dutch police arrested Slebos for illegally exporting US-made equipment
(oscilloscopes) to Pakistan. Meanwhile, Slebos exported other equipment (including
oscilloscopes from Dutch company Philips) to shell companies in Pakistan (e.g., Technical
Equipment and PAK Chemical Co., both in Islamabad, and the Punjab Fertiliser Co of
Rawalpindi). Transactions were masked by exporting via shell companies in Europe, such as
Oatenfield Ltd in London.

In November 1983, AQ Khan was convicted by a Dutch court in absentia and sentenced to four
years’ imprisonment for espionage. An appeals court overturned this conviction in 1985. A
recurring problem was obtaining legal proof that materials supplied to Pakistan were to be
used for the purposes of producing nuclear weapons — Henk Slebos also received a one-year
jail sentence in July 1985, but this was later reduced on appeal to six months suspended
because it had not been proven that the relevant exported equipment was for use in
Pakistan’s military nuclear programme. During the period 1984-1986, Slebos received 340000
euros via the Pakistan embassy in Berlin.

AQ Khan had been given the authority to obtain nuclear capability for Pakistan, and he
succeeded. However, his behaviour became increasingly concerning. In early 1987, AQ Khan
told an Indian journalist that Pakistan had enrichment capability and possessed a nuclear
bomb. The interview was published in March 1987. (In response, President Zia-ul-Haq took
the bomb design team away from AQ Khan and gave that responsibility to Munir Khan,
although AQ Khan remained in charge of enrichment.) In December 1988, travelling under a
false name, he was caught in a car at the Belgian border with Slebos. AQ Khan was deported
to Pakistan. Between 1998 and 2000, AQ Khan, Slebos and London-based accountant Abdul
Mabood Siddiqui travelled together on at least three occasions to Mali, Niger, and other
African countries, presumably seeking uranium ore. Siddiqui was arrested in May 1999 and
convicted of illegal nuclear-related exports. He received a suspended sentence because the
judge believed he did not know of AQ Khan's status in the Pakistani nuclear programme.

In June-July 1998, five Slebos consignments were intercepted at Schiphol, Amsterdam and in
Austria and Belgium. The equipment was not on export controls lists although it was intended
for an AQ Khan shell company (the “Institute for Industrial Automation”).

In April 2001, President Musharraf removed AQ Khan as head of KRL; thereafter, his only
formal role was as a government adviser.

In September 1981, an operating cascade of 4000 centrifuges at KRL was affected by a severe
earthquake. The sensitivity of the high-speed centrifuges was such that the earthquake caused them
to disintegrate, and the project was set back severely. KRL responded by developing shock-resistant
beds. Despite this setback, by 1985 KRL had produced enough HEU for one bomb. By 1998, there was
enough for perhaps two dozen bombs. By 2020, Pakistan possessed about 200 HEU warheads and
bombs.
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In May 1998, India exploded five nuclear devices in underground tests code named Shakti. US
President Bill Clinton phoned Prime Minister Nawaz Sharif and asked him to take the moral high
ground and not respond. Sharif ignored Clinton and, on 28 May 1998, Pakistan became the seventh
declared nuclear weapons state when PAEC exploded five HEU devices at the underground Chagai
site. Another test (the sixth and final one), of a miniaturised weapon for use as a warhead, was carried
out on 30 May 1998 at the Kharan site.

The consequences of the nuclear tests were initial national euphoria and international denunciation.
This was followed by a large flow of currency out of Pakistan, which led to a request for assistance
from the International Monetary Fund. Nawaz Sharif’s popularity plummeted. Meanwhile, PAEC and
KRL publicly argued about who should get the credit for producing the weapons.

It seemed to Pakistan that the world accepted India as a de facto nuclear weapons state while doing
all it could to control Pakistan’s ambitions.
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5. The plutonium route redux

The September 1981 earthquake and the consequent massive centrifuge failures spooked President
Zia-ul-Hag; also, the accident had occurred not long after the Israelis had bombed the Iraqi reactor at
Osirak. Zia-ul-Haq re-started work on the ‘plutonium route’ as a hedge against obstacles in the
enrichment programme.

Construction began almost immediately of a pilot-scale reprocessing plant (the New Labs) at the
Pakistan Institute of Science and Technology (PINSTECH), Nilore, Islamabad (33°39’N, 73°15’E). The
New Labs also contained a fuel handling and fabrication facility, a plutonium metallurgy lab, and a
waste treatment lab. The New Labs began reprocessing fuel from Khushab in 1998.

In 1985, PAEC restarted design and procurement work on Kundian Chemical Plant-2 (KCP-2) at
Chashma (Fig.3), taking over from partial work done by the French. Construction resumed 2007. The
plant is believed to have started operations in 2015.

Rather strangely, even after some court cases in Europe (as described above), some European nuclear
companies continued to provide support to Pakistan. In 1985, Nukleartechnik GmbH of Germany
exported a tritium plant to Pakistan. Nukleartechnik later claimed this was only a “training plant”. It
was listed as a “heavy water purifier” to avoid export controls. It was installed at Khushab where it
was operational from 1987. The tritium was later used to boost the yield of fission bombs (4-5 grams
of tritium per warhead.)

PAEC began work on the ¢.50 MW (th) Khushab-1 reactor, an indigenous design using heavy water
and natural uranium, in 1987. The reactor became operational in 1998. Reprocessing fuel from this
reactor at the New Labs meant Pakistan had mastered the plutonium route. Also in 1987, a larger
heavy water plant, KCP-1, began construction at Khushab (Fig.4). Khushab reactors 2,3 and 4 became
operational in 2010, 2013 and 2015 respectively. Each has a power of approximately 50 MW (th).

By 2020, Pakistan reportedly had enough weapons grade plutonium for some 68 weapons.
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6. AQ Khan, his international network, weapons proliferation, and his downfall

By the 1990s, AQ Khan had begun to supply enrichment technology to three client countries: Iran,
North Korea (DPRK), and Libya. There is also evidence that an offer was made to Iraq in 1990, before
the Gulf War, although this was not followed up. In supplying nuclear weapons expertise to other
countries, AQ Khan and KRL seemed to be able to act with complete autonomy and with little or no
political oversight.

First contact between AQ Khan and Iranian officials was as early as 1987. By 1992 he had supplied the
Iranians with first generation (P-1) centrifuges. He also supplied Iran with design information for
procuring its own centrifuges. Between 1994 and 1999, Iran received advanced centrifuges (the P-2
design) and technical consultancy.

In the mid-1990s DPRK was supplied with enrichment technology. This was apparently in exchange for
DPRK’s medium-range missile technology; the deal was agreed during a visit by Benazir Bhutto to DPRK
in December 1993. (This is the only occasion of which the author is aware that Pakistan’s nuclear
export activities can be unequivocally tied to a political leader.) DPRK is the only non-Muslim nation
to which AQ Khan sold weapons technology. Although AQ Khan supplied DPRK with some centrifuges,
their primary weapons route was via plutonium - the first DPRK test explosion in 2006 was a plutonium
device. In the 2020s it now appears the DPRK is moving ahead with an HEU project.

Between 1997 and 2003, AQ Khan undertook his biggest illicit deal. Libya had no nuclear
infrastructure, but AQ Khan took on large contracts to provide centrifuges, site construction and
assembly, and to provide uranium hexafluoride, training and nuclear bomb designs. This deal was
breath-taking in its scope and hubris. In all, more than a million components — enough for 10000
centrifuges - would have had to be delivered to Libya. The scale of the enterprise eventually led to the
downfall of the supply network — it was too big to go unnoticed. (Also, by 2003, Libyan president
Gaddafi’s son Saif was in negotiations with the UK and the US to normalise relations, which meant
that Libya’s nuclear ambitions were never going to reach fruition in any case.)

During 2000-2001, AQ Khan visited Iran, DPRK scientists visited KRL, and a charter flight took
unauthorised cargo — possibly centrifuges — to DPRK, all apparently without the knowledge of
President Musharraf.

By 2000, Musharraf began to have AQ Khan monitored by his intelligence services. By this time AQ
Khan had already moved his illicit operations to Dubai, via a company called SMB Computers. Part of
his marketing approach was to sign letters to foreign governments claiming he was a federal minister
in the Pakistan government. As General KM Arif later said, “AQ Khan was a glib-tongued flamboyant
individual always in search of publicity and glory”. (FH Khan p227.)

In March 2001, Musharraf removed AQ Khan as KRL chairman.

Entirely separately from AQ Khan’s Libyan folie de grandeur, in August 2001 (just prior to the
9/11 attacks on New York and Washington) Sultan Bashiruddin Mahmood and another
scientist Chaudhry Abdul Majid visited Al Qaeda leaders, including Osama bin Laden and
Mullah Omar, in Afghanistan. Sultan Bashiruddin Mahmood, director of the plutonium
production reactor project in Khushab, had retired in 1999 after disagreements about PAEC
policy. (Mahmood is said to have had an “aggressive management style”.) He was an Islamist
who founded a relief charity UTN — he claimed the visit to Afghanistan was to seek funds for
his charity. Osama bin Laden was curious about nuclear weapons, but the issue went no
further. Mahmood and Majid were questioned by the CIA and released in Jan 2002. They do
not appear to have had a role in supply of technology to other countries.
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Despite losing his position at KRL, and despite the “War on Terror” which was bound to crack down
on this sort of activity, AQ Khan continued his illicit deals. In early 2003, the IAEA confirmed that Iran
had a pilot enrichment plant at Natanz, and that Pakistan had had a role.

In September 2003, the CIA presented evidence of Pakistan’s involvement in selling nuclear
technology. This was embarrassing for Musharraf, and Pakistan began an investigation into AQ Khan's
network in November 2003. The AQ Khan international supply network was based on European links
to Henk Slebos and at least 12 other named individuals, and a range of companies around the world
who supplied components (Fig.7). The Dubai office of SMB Computers worked through middlemen,
front companies, bribery, deception, kickbacks, and clandestine funding arrangements.

While some materials for Libya had been delivered in Pakistan Air Force cargo planes, bigger
shipments were needed to meet the full scope of the contracts. In October 2003, the Libyan project
unravelled spectacularly when the cargo ship MV BBC China, bound for Libya from Dubai, was diverted
to Italy in a secret joint US/UK/German/Italian operation. The vessel was found to be carrying gas
centrifuges for uranium enrichment. The centrifuges were contained in five large containers, but they
were not on the ship’s manifest. The Libyan project had been uncovered.

In a rapid volte face in December 2003, President Gaddafi announced Libya’s renouncement of nuclear
weapons.

In January 2004, the Dutch government admitted that Urenco technology had been smuggled to
Pakistan, Iran, North Korea, and Libya. Pakistan’s P-1 centrifuge was based on a Urenco design. The
faster-spinning P-2 was based on the German-designed G-2 centrifuge, for which Khan had acted as
translator of the design documentation in the 1970s. Older P-1 centrifuges had been sold on to Iran.

In February 2004, US media announced the discovery of the AQ Khan proliferation network. The same
month AQ Khan spoke on Pakistan television to apologise for masterminding nuclear proliferation to
Iran, Libya, and North Korea. President Pervez Musharraf reacted by pardoning him the following day,
possibly because a court case in Pakistan might have revealed difficult truths about Pakistan
government involvement. Also, AQ Khan had made himself a national hero; if Musharraf had publicly
tried to punish him, it could have affected Musharraf himself. AQ Khan was kept under house arrest
until 2009, and he remained incommunicado until 2013 when he gave a very strange interview to Al
Jazeera in which he retracted his 2004 apologies and denied any involvement in the nuclear
programmes of DPRK, Iran, and Libya®.

In the Netherlands, Henk Slebos was convicted in December 2005 of illegal exports to Pakistan and
sentenced to one year imprisonment (of which 8 months were suspended).

As a postscript, during the period 2008 to 2010, the Stuxnet computer worm developed by the CIA
was used in a joint US-Mossad operation code named ‘Olympic Games’ to delay operation of the
Iranian enrichment plant at Natanz. The Stuxnet worm caused the plant operators to believe that the
centrifuges were running at the correct speed when they were not actually doing so. The worm was
introduced into the plant by Mossad agents leaving memory sticks in the car park which were picked
up by staff and inadvertently introduced to the local network.

In July 2015, the Joint Comprehensive Plan of Action (the JCPOA or “the Iran deal”) was agreed in
Vienna under the terms of which Iran agreed to reduce its HEU inventory and its enrichment capacity.
US President Trump unilaterally withdrew from the deal in May 2018. A renewed deal is under
negotiation at time of writing.

4 AQ Khan died of Covid-19 in 2021.He was given a state funeral in Islamabad. His 2013 interview with Al
Jazeera can be seen at www.youtube.com/watch?v=g20VZPB12vc
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Suppliers allegedly involved in selling
gas centrifuge components to Libya
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Fig.7: The supply network for centrifuges destined for Libya. Several thousand of these were
intercepted en route to Libya in October 2003 in a US/German/Italian operation.
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7. Conclusions and Lessons learned

Pakistan was and remains a poor country. It also remains a non-signatory to the Non-Proliferation
Treaty (NPT).

A key lesson of the Pakistan story is the need to maintain vigilance against proliferation. If Pakistan
can get nuclear weapons, almost any country with enough determination can - Pakistan has provided
a template for how to do it. High-speed gas centrifuges yield a cheap and relatively radiologically
clean way to get HEU and hence nuclear weapons. The plant size is small, and the power requirements
are not large (unlike, say, the large power requirements of the Oak Ridge gas diffusion plant used in
World War 2). Pakistan obtained via espionage the centrifuge designs that were the key intellectual
property.

Moreover, Pakistan has also designed its own plutonium production reactors, and has acquired
reprocessing technology — borrowing heavily on design information bought from France in the 1970s.
The country has tested nuclear weapons, while opening its Chinese-built civil nuclear power stations
to IAEA safeguarding.

Itis still unclear how much the Pakistani leadership knew of AQ Khan’s export activities. The export of
centrifuge technology to other countries was mostly brought about by his Machiavellian energy. He
was a dangerous maverick whose motives seem to have included the pursuit of money and fame.
While Benazir Bhutto was certainly a party to the deal to sell centrifuge know-how to North Korea in
return for missile technology, there is no clear link between the Pakistan government and AQ Khan's
deals with Libya or Iran — although suspicions must remain about how he could have done what he
did without some form of tacit government approval.

International suppliers need to be alert to the possibility of dual-use technologies being used for
nuclear weapons development. This is difficult when suppliers are, obviously, keen to get sales.
Suppliers may continue pursuing sales leads until or unless government authorities deny them export
licences. Early involvement and decisions from governments can make life easier for suppliers.
However, suppliers need to behave responsibly, which should include declining requests for quotation
if appropriate. Also, at component level, much of the supply chains are via retailers, who are likely to
be indiscriminate - this is a loophole that AQ Khan appears to have exploited.

Finally, nuclear organisations want to recruit the best people, but they need to be aware of the
possibility that some people may have divided loyalties and criminal intentions. Vetting for sensitive
roles remains a priority.
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